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For the purpose of this quick audit we are just checking the info that is accesible from outside your website. Because of that, some 
information might be wrong or not available at all. The full security audit includes more than 90 control points with much more depth 
analysis of your website and businness, checking all the internal files and configurations.

Importance Status Notes
General Checks

1 Malware Check Medium GOOD
2 Blacklists Check Medium GOOD
3 Google Transparency Check Low GOOD
4 Google Search Medium GOOD

WordPress
5 WordPress Core Version High GOOD Version 4.9.10
6 Vulnerable Plugins High GOOD
7 Plugins Updated Medium NEUTRAL
8 Theme Name Low GOOD Custom
9 Theme Vulnerable High GOOD

10 Theme Updated Medium GOOD
11 wp-config file accesible or copies found High GOOD
12 Database copies found on server High GOOD
13 Directories listing High GOOD
14 XMLRPC accessible Medium GOOD
15 List of admin users Low GOOD

Hosting Provider
16 Shared Hosting Medium NEUTRAL Shared with +10
17 Server Version Medium GOOD
18 PHP Version High GOOD
19 Database port for remote access High GOOD
20 SMTP Servers on the same IP Medium GOOD
21 Same provider for domain, DNS and Hosting Medium GOOD

TLS Status (SSL and https://)
22 TLS-SSL Installed High GOOD
23 TLS-SSL Version High GOOD
24 TLS-SSL Enforced High GOOD
25 Mixed Content (on some pages) Medium GOOD

Security Headers
26 HTTP Strict Transport Security High GOOD
27 XSS-Protection High GOOD
28 Content-Type-Options (nosniff) High GOOD
29 X-Frame-Options Medium GOOD
30 Content Security Policy Medium GOOD
31 Referrer-Policy Low GOOD
32 Set-Cookie Medium NEUTRAL
33 Feature-Policy Low GOOD

Email Setup
34 Third Party Email Provider Medium GOOD
35 SPF High GOOD
36 DKIM Medium NOT TESTED
37 DMARC Medium GOOD
38 Email Blacklists Low GOOD

Backups
39 Backup status High NOT TESTED

Content and Privacy (GDPR)
40 Ads or third party scripts Medium GOOD
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We have explained here all the security control points used on this report and how we have selected the importance and the status 
for each one of them. If you are not sure of the meaning of any of those elements, please contact us and we would love to help you.

Importance
Low Failing this won´t have a security impact on your website. Your website is not insecure because of that.
Medium Failing the control points with importance Medium can be risky but it depends on other factors.
High Failing the control points with importance High put your website in risk. You should fix those as soon as possible.
Control points

1 Demo Report
2 Demo Report
3 Demo Report
4 Demo Report
5 Demo Report
6 Demo Report
7 Demo Report

8-10 Demo Report
11 Demo Report
12 Demo Report
13 Demo Report
14 Demo Report
15 Demo Report
16 Demo Report
17 Demo Report
18 Demo Report
19 Demo Report
20 Demo Report
21 Demo Report
22 Demo Report
23 Demo Report
24 Demo Report
25 Demo Report

26-33 Demo Report
34 Demo Report

35-37 Demo Report
38 Demo Report
39 Demo Report
40 Demo Report

If you want a full security report or if you just need help to sort out any of these checks, please contact us at 
angel@wpherc.com or visiting the website https://wpherc.com
The protection and configuration for all these checks is included in all our security and maintenance packages.

WPHercules has not accesed your website admin or server or modified any configuration on your server to create this report.


